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European freight crime intelligence NEA 
European Parliament Study July 2007*
• €8.2 billion lost per year (5% not declared) 

• €6.72 loss per trip

• 60% theft during stops

• 15% hijacking/armed robbery

* “Organised theft of commercial vehicles and their loads in the 
European Union, July 2007



Product stolen

1. Non electronic consumer goods – 19%

2. Consumer Electronic – 16%

3. Laptops & PDAs – 15%

4. Other IT  - 31%

Source:NEA
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Austria: ware-
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Heathrow: Hijackings, 
Deception, Collisions, 
Fake accidents

Greece: Illegal 
Immigrants.
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Another snapshot…
• 1% of all commercial vehicles are victims of crime each year

• 17% of drivers attacked at least once in past 5 years, 30% more 
than once, 21% were physically assaulted

• 32% of drivers attacked claimed victim of use of gas

• 8% of attacks involved use of firearms

• 10% of all freight crimes involve hijacking

• 65% of “Whole Load Losses” stolen using inside information

• 30% of drivers attacked did not report attack to police

• 2% of freight crimes resulted in arrests by police

• Only 6 EU countries have dedicated Freight Crime Units



Attacks on foreign drivers versus resident 

Source: IRU “Attacks on Drivers“ Survey 2008 



Threat/risk matrix: threat potential (1 to 4)

Method(s) of Attack

Hijack Robbery
Theft 
from 

vehicle

Theft of 
vehicle

Fake 
Police

Fake 
accident

Deception

Location 
of Attack

Load Point 2 3 2 3 1 1 4

Driving 4 1 1 1 4 4 2

Insecure Parking 2 4 4 4 3 1 2

Secure Parking 2 2 3 3 1 1 2

Near End Location 4 3 3 4 3 1 3

Unload Point 2 3 2 3 1 1 4

Data source: EWC Freight Crime Bulletins 2002-2009



Analysis of Security devices deployed in vehicles 



Components required for a Telematics enhanced 
security solution

• Telematics

• Communications

• Monitoring

• Access to police

(…….combined with good security procedures and training)



Telematics Security features – what is 
available?
• Where is it???

• Panic alarms

• Sensor-based surveillance (e.g. doors)

• Location/route adherence

• Stop/halt alarms

• Curtain slash alarms

• Tamper alarms

• Remote door lock/unlock/

• Immobilisers



TRACTOR BASED SYSTEMS



Thousands of systems available. Examples…



TRAILER-BASED SYSTEMS





COVERT & EMBEDDED SYSTEMS





Trial of Covert GPS device



Monitoring and Response are critical - an 
Incident Example 
• Transport Operator: UK

• Vehicles: Mercedes Sprinter

• Customers: Mobile phone resellers

• GPS:                                 with panic button & sensors

• Other security measures: Driver phone in, 24x7 alarm 
monitoring, panic button, EUROWATCH

• Insurers: UK



Incident Example 
• Country of incident: France

• Vehicles: 2 x Mercedes Sprinters

• Goods: €1 Million worth of mobile phones

• Incident:   2 vehicles were parked overnight.  Drivers were woken up 
by men claiming to be police but who produced guns when challenged.  
Both drivers were locked in the rear of one of the vehicles after its load 
was put in the other.  Panic button activated & phone.

• Response:  French police launched an operation to intercept the 
loaded van.  They arrived shortly before 3 cars turned up to unload the 
vehicle.  They drove away at high speeds and managed to elude the 
police response.

• Outcome: Drivers, vehicles and phones recovered intact

• Lesson: With GPS tracking, monitoring, panic alarms, driver call ins, 
international police access you have a chance of recovery



Service architecture

“Register
Incident”

“View
Incident”

(Police 
despatch 
response) 







Real Incident Example 1





EUROWATCH
Coverage 2009



Today

Next

Future



EUROWATCH results so far (since June 02)…

• > 50,000 +vehicles covered

• Incidents now managed in 16 countries

• 100% attended by police

• 0 drivers/employees or police injured

• +€16m of stolen freight & vehicles protected/recovered

• 95% of stolen vehicles recovered and 94% of cargo

• 75+ persons arrested in 8 countries



How insurers use Telematics & EUROWATCH?

Usually as part of an overall risk management plan …

• Recommended to relevant clients

• Condition in policy

• Intelligence source

• Sometimes as a consultant



Video



What the future holds….

1. Increasing use of standards

2. High value/vulnerable freight movement becomes 

more specialised

3. Telematics will come standard with security functions

4. The technology means faster, real time alerts

5. Cat and mouse between criminals and industry
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