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managing 
risks in 
maritime 
trade
Mr Lars Lange, Secretary 
General of the International 
Union of Marine Insurance, 
shares with James Leong 
the role of marine 
insurance in the era 
of cyber attacks and 
protectionism
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thing is that there is growing awareness of risk and 
professionalism towards managing it.

WHAT IS THE ROLE OF INSURANCE IN MARITIME AND 
TRADE DISPUTES?
We are fully in favour of free trade over 
protectionism. As 90% of all goods produced in the 
world is delivered via shipping, this means there are 
no alternatives, and everyone will be affected by 
protectionism. We see certain challenges — although 
they have not risen to trade wars yet — such as 
friction between the US and China, and nationalism 
in the UK as in the case of Brexit. I realise there are 
advantages to local products, but no one benefits 
from protectionism at the end of the day.

HOW DOES IUMI BRING VALUE TO THE INDUSTRY?
As an NGO, we engage in political lobbying and 
regulation for our members. IUMI is also a platform for 
members from 2 different markets and regions to 
gather at the events and conferences that we organise 
to engage and exchange ideas. The marine business 
is getting more complicated, so three years ago, we 
embarked on education to share our knowledge with our 
members. One example is the importance of adapting to 
digitalisation. Digitalisation is the future of the business — 
we are talking about automation and unmanned ships.

WHAT OTHER FUTURE TRENDS ARE WE LOOKING AT?
There is a clear shift of businesses to Asia: 29% of 
premiums come from Asia, and this will only increase 
with strong developments in China and India, further 
developing markets such as Singapore, Hong Kong, 
and Japan, as well as strongly developing upcoming 
markets in Southeast Asia, including Myanmar, Malaysia, 
and Indonesia. I’m seeing potential in Thailand and 
Bangladesh, too. We saw some dips in the last few 
years, but trade is truly international, and goods will 
always be shipped. I understand Singapore’s MPA has 
a new female Chief Executive — we are seeing more 
women at the management level, too. I truly believe that 
trade and the shipping industry have a bright future.

Risks, including the risk of a cyber 
attack, are an opportunity for insurers 

to become better service providers. To do 
that, we have to understand them �rst. 
The good thing is that there is growing 
awareness of risk and professionalism 

towards managing it.

SINGAPORE HAS TOPPED THE LIST OF WORLD MARITIME 
CAPITALS FOR THE FOURTH CONSECUTIVE TIME, 
ATTRACTING COMPANIES IN FINANCE, SHIPBROKING, 
MARITIME LAW, AND ARBITRATION. WHAT IS THE ROLE OF 
MARITIME INSURANCE IN THIS TIME OF GROWTH?
We are essentially a service provider and deliver 
custom-made solutions to address new risks and 
help make claims on safety and security. Singapore 
also happens to be a marvellous hub to provide these 
services because it is supported by local authorities 
like the Maritime and Port Authority of Singapore 
(MPA). We are also seeing a shift of entities from 
other Asian cities to Singapore. This is the place to be.

THE THEME OF THE SINGAPORE MARINE INSURANCE 
CONFERENCE 2019 IS “IS THIS THE DAWN OF A NEW 
ERA?”, WHICH HIGHLIGHTS THE RELEVANCE OF 
INSURANCE IN THE EVOLVING GLOBAL MARITIME 
ECOSYSTEM. IS RISK FROM CYBER ATTACKS PART OF 
THIS NEW ERA?
Cyber attacks are an upcoming risk and make our 
role more complex, so it’s important for us to step 
in earlier and work with clients and brokers to help 
prevent such claims from arising. Currently, such risks 
are mainly excluded in insurance coverage because 
there is a lack of risk assessment. Nonetheless, there 
is a process in place now for the insurance industry 
to develop expertise and regulation. The International 
Union of Marine Insurance (IUMI) is involved in 
discussions with classification societies, shipowners, 
and the International Maritime Organization (IMO) on 
developing regulation, guidelines, and best practices 
to ensure risk assessment and mitigation. This will 
enable insurers to develop tailor-made products, grant 
insurance coverage, and, in particular, offer tailor-made 
service packages when it comes to crisis management.

WHAT DOES CYBER-RELATED WORK AT IUMI ENTAIL?
It involves setting guidelines and pre-conditions so 
insurers can better develop products to address 
these risks. For example, we work with shipowners 
on guidelines to get their hardware set-up and on-
board procedures cyber-resilient and to put in place 
procedures for recovery when a cyber attack occurs. 
We work with classification societies and industry 
representatives on class recommendations for newly 
constructed ships to ensure cyber resilience. We 
support the process at IMO to include cyber resilience 
in ships’ safety management systems by 2021. Risks, 
including the risk of a cyber attack, are an opportunity 
for insurers to become better service providers. To 
do that, we have to understand them first. The good 
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